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President’s Thoughts 

By Billy J. Mathis, FCSI, CDT 

The end of the Calendar Year is fast approaching and we are working hard to get back to some semblance 
of normalcy.  With this in mind, we have scheduled two in-person meetings – one in September and one in 
October.   

The first will take place at Garver Engineering is being put on in conjunction with Garver Engineering, Little 
Rock Chapter CSI, Georgia Pacific, and Lunday and Associates.  This will be a fantastic presentation on 
“Parapet Design Considerations for Low Slope Roofs and will be work 2 AIA/HSW Credits.  As you can 
imagine, the que for attendance is filling up fast and we would love to have as many of you as possible in 
attendance.  Lunch will be provided.  If you desire to attend, please RSVP to the following link to register: 

https://forms.office.com/pages/responsepage.aspx?id=feYcEPITekS7ZQmJuJ39tFPZHZxXUaVPh-

8MlwZG4b9UNktCVllESFhRNjVET1VBU0ExRlBUM0RIQS4u  

The second will take place in October at the All Weather Insulated Panel Plant, 15000 Panatela Parkway, 
Little Rock, Arkansas.  This will include a Presentation and a Plant Tour which will provide 2 AIA/HSW 

Credits.  Lunch will be provided as well.  If you desire to attend, please RSVP to the following link to register: 

https://forms.office.com/r/RqNpWhU69t or send email to nkauthen@awipanels.com. 

These are two very exciting presentations and I am so looking forward to seeing everyone in person again.  We will continue to strive to 
have in-person presentations where possible in the future so keep an eye out for them as well. 

In other news, the Little Rock Chapter has been awarded its 19th “Outstanding Chapter Commendation” for keeping our operations in 
full swing during the Pandemic and even growing our membership a little this past Fiscal Year.  This is an award that the entire Board 
and Membership earn so Congrats to everyone involved. 

Finally, as we approach the Holiday season, please keep in mind all of those around us who are hurting right now or will be hurting 
during this time of year.  Remember, help where you can and let those you know and care about know that you are there for them.  
Pray for those who need God’s help and strive to live your life to the fullest.  I would like to close with the following Quote: 

 

“Sometimes the questions are complicated and the answers are 

simple.”               -  Dr. Seuss 

 

 

 





What I Learned From CSI - Nashville GSR Conference Presentation on 
Green Roofs 

By:  Gary Bergeron, CSI, CCS, GSR Technical Chair  

We also enjoyed several great seminars that offered CEU credit. John Robinson from Sika Sarnafil Roofing 
provided new insight into the function and desirability of green roofs in his seminar entitled “Nashville Music City 
Convention Center: Lessons Learned 10 Years Later.” The four-acre garden has a white PVC waterproofing 
membrane underlayment which mimics the rolling hills of Tennessee and includes 14 types of sedum and various 
wildflowers. The roof paver pattern, which allows maintenance, mimics the frets on a guitar neck in honor of 
Nashville’s musical legacy.  

Contrary to popular opinion, the weight of a green roof reduces the amount of structural support because it reduces the weight of the 
structural system needed to prevent wind uplift. The design also includes drip irrigation supplied by the rainwater collection system. A 
360,000-gallon cistern collects rainwater and uses it for irrigation and the building’s public toilets and urinals.  A hose bibb on the roof 
should also be specified to provide irrigation for the vegetation because the drip irrigation system is seldom completed while the planting 
is installed.  1600 cubic yards of engineered soil and plants provide an additional layer of insulation that reduces annual heating and 
cooling costs.  The composition and mass of the green roof combined with the highly reflective exposed PVC roof system reduces the 
heat island effect. 

Just like your home lawn, a green roof can require some regular maintenance and can also turn brown if not actively managed. Roof 
leaks can also cause problems and can happen for several reasons. As a part of an urban landscape, this roof collects several buckets 
of spent firearm projectiles over one year. As John said, “what goes up, must come down,” and bullets often land on such a large roof 
area and cause leaks. The roof design has a detection system consisting of a wire grid that can pinpoint the location of a leak, so it is 
not necessary to remove much of the green roof to make repairs.  

One surprising aspect of this green roof is that it includes four beehives and produces 100 pounds of honey each year. A local 
beekeeper society manages the beehives, and the honey is sold in the convention center gift shop.  

If you want to learn more about construction techniques, specifications, and other systems, please come to the next local CSI meeting 
or regional CSI conference.  

Closeup photo of Music Center green roof 

Aerial photo of Music 
Center green roof 
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Region Awards  

The two Awards Shown below were presented at the 

most recent Gulf Stated Region Awards Banquet. As 

Editor I was humbled to receive the Continuing 

Publication Award for this Newsletter.  Additionally I was 

awarded a Special Service Award for my meager 

contributions to the Little Rock Chapter. 

Fix-It Friday: “X” Marks the Spot 
By:  Lori Greene, I Dig Hardware Blog 

Kristi Dietz of LaForce sent me today’s Fixed-it Friday photo, taken in a convenience store. 

When asked to look at this door due to water intrusion, a LaForce employee mentioned the code 
issues and was told that the door had not been cited for any egress violations. 



Wordless Wednesday: Unsuccessful Break-in Attempt 
By:  Lori Greene, I Dig Hardware Blog 

What can I say about today’s Wordless Wednesday photos from Kevin Doerr, other than  

a) This is Falcon panic hardware,  

b) The break-in attempt was unsuccessful, and  

c) The panic still operated correctly for egress. 



UL 294 – Clarification 
By:  Lori Greene, I Dig Hardware Blog 

 

In yesterday’s post I wrote about new text that was added to the 2021 IBC Commentary, clarifying the intent of the code regarding 
“normal locking arrangements.”  This type of electrified hardware allows free egress at all times, independent of the access control 
system.  The sections of the code related to “special locking arrangements” do not apply to electrified hardware that controls access but 
does not affect egress. 

This clarification in the Commentary helps with another interpretation related to electrified hardware – whether the code requires the 
hardware to be listed to UL 294 – Standard for Safety Access Control System Units.  The short answer is that the model codes require 
this listing for electrified hardware in some types of special locking arrangements; the model codes do not require the UL 294 listing for 
every type of electrified hardware.  But with the confusion surrounding which code section to apply to doors with normal locking 
arrangements, I have sometimes been asked to show the listing for every piece of hardware with a wire. 

In the 2021 IBC, the UL 294 listing is referenced in the following sections: 

• 1010.2.11 Door hardware release of electrically locked egress doors – The doors typically have electromagnetic locks that are 
released by an   RX (request-to-exit) switch in the panic hardware, lever handle, or touch-sense bar. 

• 1010.2.12 Sensor release of electrically locked egress doors – This section applies to electrified locks released by a sensor on 
the egress that detects a building occupant approaching; electromagnetic locks are most commonly used in these systems. 

• 1010.2.13.1 Delayed egress locking system – Under normal operation this hardware delays egress for 15 seconds, but must allow 
immediate egress upon power failure and upon fire alarm/sprinkler system activation. 

1010.2.14 Controlled egress doors in Groups I-1 and I-2 – This section applies only to certain types of health care facilities where 
patients require containment for their safety or security. 

If a system that incorporates electrified hardware is not one of these types of systems, the IBC does not require the UL 294 
listing (NFPA 101 requirements are slightly different – see below). 

Not all electrified hardware carries the UL 294 listing, because the listing is not necessary for the most common type of system – access control/free 
egress.  For example, if a door has an access control reader controlling an electric strike to restrict ingress, and the lever handle on the lockset allows 
free egress, the strike would not require the UL 294 listing because it is not part of one of the 4 systems listed above. 

But you don’t have to take my word for it.  The 2021 IBC Commentary includes the following paragraph (and other similar paragraphs) to clarify the 
intent of the code with regard to UL 294: 

UL 294, Standard for Access Control System Units, applies to construction, performance and operation of systems that control passage through a 
door and the electrical, electronic or mechanical units of these systems. Item 6 requires the locking system units of the door hardware release 
electrical locking system to comply with and be listed in accordance with UL 294. It may be appropriate to recognize that this code does not require 
the units of an access control system (ingress control system) to be listed to UL 294. 



Any questions?  These resources might help: 

There is more information about the UL 294 requirements – including the references from NFPA 101 – in this post:  UL 294 Follow-Up – 
2021 Update. (https://idighardware.com/2021/05/ul-294-follow-up-2021-update/) 

UL published an article about UL 294 and UL 1034, and it’s important to note that the 2024 IBC will allow either of those two listings in 
the sections where the UL 294 listing is currently required.  There is a post about UL’s article here:  UL: Proper Application of UL 
Standards – UL 294 & 1034. (https://idighardware.com/2021/03/ul-proper-application-of-ul-standards-ul-294-1034/) 

I wrote a Quick Question post specific to UL 294 on electric latch retraction panic hardware, which is here:  QQ: Electric Latch 
Retraction & UL 294.  (https://idighardware.com/2020/01/qq-electric-latch-retraction-ul-294/) 



Special Locking Arrangements  
By:  Lori Greene, I Dig Hardware Blog 

The code requirements that apply to electrified hardware and access control can be 
difficult to interpret, although code changes approved through the last few editions of 
the model codes have helped to clarify the intent.  This page includes questions to 
help identify which code section applies to a particular type of access control opening, 
a short summary of each of the electrified hardware applications, and links to 
additional information about each type. 

Special Locking Arrangements are electrified locking systems that affect egress, 
such as delayed egress or controlled egress locks.  Although there are quite a few 
code sections that apply to these applications, the majority of doors with access 
control readers are not considered special locking arrangements, because the 
hardware allows free and immediate egress – independent of the access control 
system.  These systems that allow free egress via mechanical operation of the door 
hardware are considered “normal locking arrangements” and are subject to the same 
egress requirements as doors with standard mechanical hardware. 

The model codes that we most often refer to for information related to access control 
systems are the International Building Code (IBC), International Fire Code (IFC), and 
NFPA 101 – Life Safety Code.  The requirements of the I-Codes and the NFPA 
codes are similar, although they are not exactly the same.  There may also be state-

specific code modifications that apply to these systems.  Detailed information about the requirements can be found by referring directly 
to the adopted codes. 

The following questions will help to determine which model code section applies to your electrified hardware application: 

Type 1) Does the electrified hardware delay egress for 15 seconds (or 30 seconds) to deter unauthorized use of the door?  

If yes, this is a delayed egress locking system.  Under normal operation, this hardware delays egress for 15 seconds, or 30 seconds 
where approved by the Authority Having Jurisdiction (AHJ).  This hardware is most commonly used to deter unauthorized use of an exit, 
helping to prevent theft or elopement.  The 15-second timer is actuated by an attempt to exit, when a force of not more than 15 pounds 
is applied for up to 3 seconds.  Immediate egress is required (no delay) upon activation of the fire alarm or sprinkler system, and upon 
power failure. 

For detailed requirements on hardware that delays egress for 15 seconds (or 30 seconds where approved by the AHJ), refer to IBC/IFC
-2021: 1010.2.13 – Delayed Egress / NFPA 101-2021: 7.2.1.6.1 – Delayed Egress Electrical Locking Systems. 

Under normal operation, a delayed egress lock delays egress for 
15 seconds after an attempt to exit is made. 



Type 2) Is the electrified hardware used to control egress indefinitely in a memory care 
facility or other health care unit where patients require containment for their security or 
safety?  

This application is called a controlled egress lock, which is only allowed in health care units 
where the clinical needs of patients require their containment to prevent them from leaving the 
facility unaccompanied; it is not allowed by the model codes in other types of occupancies.  In 
health care units where controlled egress locks are installed, all clinical staff must carry the 
keys, codes, or other credentials required to operate the locks, and the unlocking procedures 
must be part of the facility’s emergency plan.  The model codes include automatic release 
requirements that apply to some occupancy types. 

For detailed requirements on electrified hardware that prevents egress from a health care 
facility until evacuation is needed, refer to IBC/IFC-2021: 1010.2.14 Controlled Egress Doors in 
Groups I-1 and I-2 / NFPA 101-2021: 18/19.2.2.2.5 (New and Existing Health Care), also refer 
to 20/21.1.3.6 (New and Existing Ambulatory Health Care). 

Type 3) Is the lock an electromagnetic lock released by a sensor above the door?  

There are two code sections that typically apply to electromagnetic locks, depending on the type of 
release devices installed (see also Type 4).  An electromagnetic lock consists of an electromagnet in a 
housing mounted on the door frame, and a steel armature mounted on the door.  When power is applied, 
the magnet bonds to the armature and locks the door.  Without the release devices mandated by the 
model codes, these locks would not allow egress when they are powered, so it’s crucial to understand 
what is required by each of the two applicable code sections. 

One method of releasing a mag-lock is with a sensor above the door on the egress side that detects an 
approaching occupant and unlocks the lock.  In past editions of the model codes, the section addressing 
this application was called Access Controlled Egress Doors, leading some to believe that this section was 
applicable to every door equipped with an access control reader.  That was not the intent of the codes, so 
the section titles were changed to indicate that the sections apply only to locks released by a sensor – 
not to every door with access control.  Note that some sensors mounted above the door are used by the 
security system to signal that someone has exited and may have nothing to do with the locking or 
unlocking of the door (this code section does not apply to those sensors). 

For detailed requirements on electromagnetic locks released by a sensor, refer to IBC/IFC-2021: 
1010.2.12 Sensor Release of Electrically Locked Egress Doors / NFPA 101-2021: 7.2.1.6.2 – Sensor-
Release of Electrical Locking Systems. 

Controlled egress locks prohibit egress until 
evacuation is needed, and are only allowed in 
certain types of health care units. 

Other types of electrified locks may 
be released by a sensor above the 
door, but the most common lock used 
in this application is an 



Type 4) Is the lock an electromagnetic lock released by a switch in the door-mounted hardware?  

Another method for releasing an electromagnetic lock is via a switch in the door-mounted 
hardware.  Instead of a sensor above the door, these systems use an electronic switch in the lever 
handle, panic hardware, or electronic touch-sensor bar to release the mag-lock for egress.  This switch 
is often called a request-to-exit switch or RX/REX switch. 

This section would not apply to a door with an access control reader where the mechanical lockset or 
panic hardware allows free egress.  It is only applicable to systems where a switch in the door-mounted 
hardware releases an electrified lock – typically a mag-lock. 

For detailed requirements on electromagnetic locks released by a switch in the door-mounted hardware, 
refer to IBC/IFC-2021: 1010.2.11 – Door Hardware Release of Electrically Locked Egress Doors / NFPA 
101-2021: 7.2.1.6.3 – Door Hardware Release of Electrically Locked Egress Door Assemblies. 

Type 5) Does the door serve an elevator lobby that does not have direct access to an exit 
stairwell? 

The Life Safety Code permits electrified locking of elevator lobby doors if all of the criteria stated in the 
code are met. The lock must unlock automatically upon actuation of the sprinkler system or fire alarm 
system (except when the system is initiated by a manual fire alarm box) and upon loss of power to the 
lock. A two-way communication system must be installed in the elevator lobby to allow a building 
occupant to call for help. 

The IBC and IFC require elevator lobbies to have at 
least one door that leads to an exit.  These codes do not currently include sections 
which would allow elevator lobby egress doors to be locked, although some states 
and cities have modified the I-Codes to allow an application similar to what is 
described in NFPA 101.  A change has been approved for the 2024 edition of the 
IBC, which will include a section similar to the one found in the Life Safety Code. 

For detailed requirements on egress doors serving elevator lobbies, refer to IBC-2021: 
3006.4 – Means of Egress / NFPA 101-2021: 7.2.1.6.4 – Elevator Lobby Exit Access 
Door Assemblies Locking. 

The other common application for elec-
tromagnetic locks is where a switch in 
the hardware mounted on the door re-
leases the lock for egress. 

The IBC does not currently allow fail safe locks to be used on 
elevator lobby doors, but there is a change to the 2024 edition 
that will address this application. 



Type 6) Is the door an interior fire door assembly leading to a stairwell, where the lever handle on 
the stair side of the door is typically locked?  

In buildings where stairwell doors are locked (or lockable) on the stair side, the stairwell reentry 
requirements address the means of allowing reentry back into the building if the stairwell becomes 
compromised during a fire.  This ensures that building occupants can leave the stairwell and find another 
exit, or shelter in place and wait for rescue.  The unlocked stair doors also allow firefighters to access 
each floor.  NFPA 101 and the I-Codes differ in how stairwell reentry is addressed.  While the Life Safety 
Code allows some stairwell doors to be mechanically locked on the stair side with other doors allowing 
reentry, the IBC and IFC require all interior stairwell doors to be capable of remote unlocking from a 
switch at the fire command center or other approved location. 

Note that some stairwell doors may have hardware providing reentry on the stair side, in combination with 
another type of electrified hardware, such as delayed egress or controlled egress, on the egress 
side.  These doors must meet the requirements of all applicable sections.  Revisions clarifying the 
requirements for stairwell doors have been approved for the 2024 IBC. 

For detailed requirements on the reentry requirements for locks on the stair side of stairwell doors, refer 
to IBC/IFC-2021: 1010.2.7 – Stairway Doors and 403.5.3 – Stairway Door Operation / NFPA 101-2021: 
7.2.1.5.7 – Stair Enclosure Re-entry. 

 

 

Type 7) Is there an access control reader on the outside, that controls access while the door 
hardware provides free egress at all times? 

If yes, it’s likely that the doors in question are not considered one of the “special locking 
arrangements.”  The most common type of access control system includes a reader that controls 
access only – and does not impede egress in any way.  The lever handle or panic hardware on the 
egress side allows egress the same way a door with standard mechanical hardware would. 

Currently, there is not a separate section in the model codes that is specific to access control 
systems which control access but do not affect egress (a change is coming in the 2024 
editions).  Because these systems are not considered special locking arrangements, they must 
comply with the code requirements for “normal locking arrangements” – the same sections that 
would apply to doors with mechanical hardware. 

These doors must be operable for egress with no key, tool, special knowledge or effort, and with no 
tight grasping, pinching, or twisting of the wrist.  Operable hardware must be mounted between 34 

and 48 inches above the floor (some state codes are more restrictive on this), and one releasing operation must unlatch the door (with a 
few exceptions).  Hardware for these systems is not required by the model codes to be listed to UL 294 – Standard for Access Control 
System Units. 

The IBC/IFC Commentaries and the NFPA 101 Handbook include information which clarifies that the sections on special locking 
arrangements do not apply to electrified hardware that allows free egress at all times – independent of the access control system. 

If an interior stair door is locked on 
the stair side, preventing access from 
the stairwell to a tenant floor, the IBC 
requires remote unlocking capability 
regardless of the number of floors 
served by the stairwell. 

If a door with electrified hardware allows free 
egress via mechanical use of the door 
hardware, it is not considered a special locking 



For detailed requirements on egress through doors with “normal locking arrangements”, refer to IBC/IFC-2021: 1010.2 – Door Opera-
tions / NFPA 101-2021: 7.2.1 – Door Openings. 

Conclusion 

When considering which code requirements must be followed, first identify which category the hardware falls into, and then refer to the 
applicable code section(s).  This summary is not intended to provide complete information about the types of electrified hardware refer-
enced.  More detailed information can be found in the code sections listed with each application.  Keep in mind that state or local re-
quirements may differ from those of the IBC/IFC or NFPA 101, so it’s important to be aware of the codes in your project’s jurisdiction. 
Refer to the adopted codes for the detailed code requirements, and contact the AHJ if you need assistance. 

Additional Resources 

The following whiteboard animation videos address electrified hardware (refer to Idighardware blog for these articles and videos): 

Intro to Door Hardware – Electricity Basics 

Intro to Electromechanical Locking Hardware 

Fail Secure vs. Fail Safe 

Decoded: Code Requirements for Electromagnetic Locks 

Decoded: Controlled Egress vs. Delayed Egress 

Decoded: Stairwell Reentry 



Improving Access Control Takes Everyone, Especially You 

From the Partner Alliance for Safer Schools (PASS) Blog 

It’s a rainy morning. You get out of your car, grab all your things, and start walking toward your usual school entrance. 

You don’t see the man in the car. He’s been watching you. He sees that your hands are full, and you’re rushing to get out of the rain. 

You get to the door. Juggle your things, use your badge to unlock the door, and burst into the building to get out of the rain. 

You don’t see the man who hurriedly hopped out of his car, following you. And just before the door latches behind you, he grabs it and 
gets inside. 

You don’t hear him. You’re shaking the rain off, and your wet shoes squish on the floor as you quickly make your way to your room. But 
he’s there, and it’s because you inadvertently let him in. 

Assessing Access Control on Your Campus 

Fortunately, in this situation, the intruder is physical security consultant Paul Timm. As Vice President of Facility Engineering Associ-
ates, Timm works with schools to reduce safety and security risks on their campuses to encourage safer environments for learning. 

“We get asked to do unannounced visits, and when we do them, generally I will come during arrival time or earlier,” he said. 

He’ll wait for a staff member to enter an access-controlled door. Then, he follows and enters before the door closes. 

“Nine times out of 10, I’m able to get in,” Timm said. Which he believes is more of an education problem than a system problem. 

“Someone should have told the staff members to make sure no one is following them in,” he said. “If someone is trying to follow you in, 
direct that person to the visitor entry or report it.” 

The Need for One Point of Entry 

It’s not just staff member vigilance about entering the building. If there were only one thing schools could do to improve their access 
control, it would be to have a single point of entry with a secured vestibule, according to Timm. 

“If it’s arrival time and we need to get students into the building through more than one entry, each entry should be monitored,” he said. 
“But once school is in session, there would only be one way to get into the building.” 

Having a single point of entry is one of the most critical visitor management practices. 

“Ideally, you would have a good visitor management software system that vets visitors,” Timm said. 

He also suggested schools keep visitors’ photo IDs when submitted for scanning, in exchange for a visitor badge to be worn on a col-
ored, break-away lanyard while they are in the building. Then, the visitor is required to return to retrieve their photo ID so school officials 
can also account for when they leave the building. 



Start with a Self-Assessment 

If you’re looking to get a grant to improve the access control systems in your school, Timm said many programs will require you to begin 
with a self-assessment. It’s also one of the newest tactics many schools use to manage their buildings’ security. It gives schools a game 
plan for what they should do next, he said. 

“PASS guidelines can be used for self-assessment,” Timm said. Without an assessment, “you’re just hoping the things you have are 
enough.” 

The second assessment is cultural. 

“We’ve got to get personal investments from school stakeholders,” Timm said. “We have to make sure teachers (and staff members) 
are a part of the program and students have a voice. Otherwise, one of those stakeholders is going to prop [open] a door and render an 
electronic access control system valueless.” 

How Data Can Help You Improve Access Control 

If you’re looking to improve security on your campus, data can help. 

“We can use community crime statistics to predict and understand what kind of threats we’re facing,” Timm said. 

Going back to those electronic access control measures, he used the example of an employee who enters the same door every day at 
the same time, then suddenly doesn’t. A good guess is that the staff member lost their card, Timm said. 

“Check with them,” he said. “If so, disable the card and issue them a new one. Look at audit trails for patterns and anomalies.” 

“We can also track drills to ensure we’re doing them, and then account for feedback to ensure we’re closing gaps,” Timm said. 

Document everything and use that data to improve your security. 

How the Pandemic Impacted School Security 

As many schools are settling into a post-pandemic world, we talked with Timm about how the pandemic affected school security. There 
have been some positives and negatives, particularly around visitor management, he said. 

“Since the pandemic, there are many schools that stopped using visitor management software,” Timm said. “Now they don’t remember 
how to use it. Suspending the use of some of these systems has caused us to fall into bad habits or not return where we should.” 

Some schools are also experiencing staffing shortages. Timm has talked to schools that are budgeted for more security officers than 
they can find, he said. 

But there were some positives. The pandemic gave those who oversee school security an opportunity to optimize their systems. 

“It was a chance to take a breath and look around,” Timm said. 



The Best Security Comes Down to Access Control and Communication 

“Nothing protects people more than having excellent access control and excellent communications systems,” Timm said. 

Timm’s Takeaways for Improving Access Control at Your School: 

If you’re entering through an access-controlled door, make sure the door closes and latches behind you before proceeding. 

Once the school day starts, there should only be one point of entry into the building. 

If you haven’t done so already, make time to do a self-assessment. 

Examine your data to learn more about the risks on your campus. 

Revisit access control practices from before the pandemic to ensure your staff gets back into good habits. 

Contributors: PASS thanks Paul Timm, PSP of Facility Engineering Associates for his contributions to this article. 

The Partner Alliance for Safer Schools (PASS) is a nonprofit 501(c)(3) bringing together expertise from the education, public safety, and 
industry communities to develop and support a coordinated approach to making effective and appropriate decisions with respect to 
safety and security investments. You can download the complete PASS Guidelines or check out our PASS Safety and Security Check-
list for quick tips on how to get started. These resources—as well as whitepapers on various topics, including barricade devices, lock-
down drills, and more—are available at no cost. 

 



Decoded: Access Control Update 

By:  Lori Greene, I Dig Hardware Blog 

My next Decoded column addresses important code clarifications related to electrified hardware used in access control systems.  I hope 
this article will help with more consistent interpretations of the requirements. 

In a previous Decoded article, the topic of normal locking arrangements was addressed.  This 
electrified hardware is the most common type of access control application, where the 
hardware controls access/ingress, but does not affect egress.  With these systems, the door 
hardware – such as a lever handle or panic hardware – is used to unlatch the door from the 
egress side, just as it would if the hardware was not electrified.  Building occupants can exit 
through the door at all times, regardless of the status of the access control system. 

Although this type of access control hardware operates to allow egress in the same way that 
mechanical hardware does, there has been confusion resulting in inconsistent interpretations 
of the model code requirements.  Both the I-Codes and the NFPA codes include sections 
addressing special locking arrangements such as delayed egress, controlled egress in health 
care facilities, and electromagnetic locks released by a sensor or a switch in the door-mounted 
hardware.  These sections do not apply to electrified hardware that allows egress via 
mechanical operation of the hardware. 

Over the last few editions of the model codes, progress has been made to help clarify the 
intent of the code requirements related to electrified hardware.  Many code changes have been implemented, with more to come in the 
2024 editions of these codes, and the Commentary edition of the International Building Code (IBC) has been edited to include more 
explanatory information about access control doors.  Unfortunately, the difficulties involving interpretations have continued. 

I have been involved with many situations where code officials, architects, integrators, and security consultants attempted to apply the 
special locking arrangements sections of the adopted code to door openings equipped with normal locking arrangements.  There is 
currently no section in the model codes that specifically applies to electrified hardware that is not one of the special locking 
arrangements.  Therefore, the hardware used in normal locking arrangements must comply with the requirements that apply to 
mechanical door hardware. 

For example, consider a very simple access control system where the reader on the outside of the opening controls an electric 
strike.  The electric strike releases the latch for access when the proper electronic credential is presented to the reader.  On the egress 
side, turning a lever handle or pushing the touchpad of a panic device retracts the latch to allow a building occupant to exit; the 
operation would be the same if the door had mechanical hardware without an electric strike. 

Other examples of this type of system – a normal locking arrangement – would be: 

• electromechanical lock where the access control system controls access via the outside lever and the inside lever allows free egress 
at all times 

• electrified lever trim for panic hardware or fire exit hardware, where the access control system controls access via the outside lever 
and the touchpad or crossbar on the panic hardware allows free egress at all times 

• electric latch retraction panic hardware or fire exit hardware, where the access control system electrically retracts the latchbolt for 
access, and the touchpad or crossbar on the panic hardware allows free egress at all times 

The most common access control application is one 
where the reader limits access but the door 
hardware allows free egress. This is considered a 
normal locking arrangement. 



If the code sections addressing special locking arrangements are applied to a door with a normal locking arrangement, it can result in 
modifications that are unnecessary and sometimes even detrimental to the operation of the assembly.  I have seen normal locking 
arrangements with an auxiliary push button marked “push to exit” beside the door.  This is required for an electrified lock that is released 
by a sensor but serves no purpose for a door with hardware that allows free egress via the lever handle or panic hardware.  I have also 
seen normal locking arrangements where the code official required the electrified hardware to be unlocked upon fire alarm or power 
failure.  This is required by code for some types of special locking arrangements but not for normal locking arrangements.  When the 
hardware allows free egress at all times, unlocking the electrified hardware during a fire alarm or power failure negatively impacts 
security while doing nothing to improve egress or life safety. 

2021 IBC Commentary 

Helping code officials, architects, and others to apply the correct code sections to each type of electrified hardware application has been 
a challenge, but the 2021 IBC Commentary helps to clarify the intent of the code.  Regarding Section 1010.2, Door Operations, the 
Commentary states that doors in a means of egress can be locked on the outside/access side, requiring a key or electronic credential 
for ingress, as long as the egress side can be unlocked without the use of a key, tool, special knowledge or effort. 

The 2021 IBC Commentary also addresses a common question: 

“If a door has an access control system (such as a card reader and electrical locking hardware affecting ingress into a space) what does 
the code require for an access control system on the ingress side of the door?” 

As stated above, the answer to this question in the Commentary clarifies that some egress 
doors with electrified hardware are considered special locking arrangements and must 
comply with one of the applicable sections of the code.  However, according to the 2021 IBC 
Commentary, the most common application for electrified hardware includes an access 
control reader on the ingress side to control access, with door hardware on the egress side 
that allows free egress at all times.  The explanatory language in the Commentary states: 

“A door with this most common configuration of electrified hardware is subject to the same 
requirements as a door with a mechanical lock controlling ingress (such as a lock operated 
by a key on the outside): the door must allow free and immediate egress with one releasing 
motion to unlatch the door, without the use of a key, special knowledge or effort, and with no 
tight grasping, tight pinching, or twisting of the wrist.” 

In addition, the accessibility requirements limit the amount of operable force that may be 
used to release the latch, and the standards require releasing hardware to be mounted 

between 34-48 inches above the floor (with some exceptions). 

The clarifications in the 2021 IBC Commentary will help with interpretations related to electrified hardware, and the intent will be further 
clarified in the 2024 I-Codes.  A change has been approved for the 2024 IBC which will require doors with access control to have 
hardware that complies with one of the sections addressing special locking arrangements, OR hardware that “shall be readily openable 
from the egress side without the use of a key or special knowledge or effort.” 

This electrified lockset incorporates a credential reader 
on the access side, but the inside lever always allows 
free egress. This is not a special locking arrangement. 



UL 294 – Standard for Safety Access Control System Units 

One of the problems created by interpreting every door with electronic access control as a special locking arrangement is related to UL 
294 – Standard for Safety Access Control System Units.  The model codes do not require every item of electrified hardware to be listed 
to the UL 294 standard – it is only required by some of the sections addressing special locking arrangements.  There are some items of 
electrified hardware that are not typically listed to UL 294 because they are not used in the types of systems where this listing is 
required by code.  These products often carry other UL listings, like UL 1034 – Standard for Safety for Burglary-Resistant Electric 
Locking Mechanisms 

In the 2021 IBC, the UL 294 listing is required for systems incorporating delayed egress locks, controlled egress locks in health care 
facilities, and locks released by a sensor or a switch in the door-mounted hardware (typically electromagnetic locks).  If a system that 
incorporates electrified hardware is not considered one of these types of systems, the IBC does not require the UL 294 listing.  The 
2021 IBC Commentary clarifies the intent of the code, stating: 

UL 294, Standard for Access Control System Units, applies to construction, performance and operation of systems that control passage 
through a door and the electrical, electronic or mechanical units of these systems. Item 6 requires the locking system units of the door 
hardware release electrical locking system to comply with and be listed in accordance with UL 294. It may be appropriate to recognize 
that this code does not require the units of an access control system (ingress control system) to be listed to UL 294. 

A change to the 2024 edition of the IBC has been approved (ICC proposal E52-21) and will allow electrified hardware to be listed to 
either UL 294 or UL 1034.  Similar to the 2021 edition of the code, these listings will be required only for certain types of special locking 
arrangements and not for all electrified hardware. 

Conclusion 

Electrified hardware can be very confusing, especially when applying the code requirements to the various types of access control 
systems.  In summary, here are a few things to keep in mind: 

• Special locking arrangements are those where egress may be affected by the access control system, and the model codes include 
sections that apply to each of these applications. 

• Access control systems that limit access but do not affect egress are typically considered normal locking arrangements and must 
comply with the requirements for mechanical door hardware. 

• Refer to the adopted code for specific requirements that apply to special locking arrangements. The I-Codes and the NFPA codes 
vary slightly, and there may be state or local modifications to be aware of. 

The 2021 IBC Commentary and changes approved for the 2024 edition of the IBC will help to clarify the intent of the code on the 
requirements for special locking arrangements vs. normal locking arrangements. 

For more information, refer to the adopted codes in the project’s jurisdiction, and consult the Authority Having Jurisdiction (AHJ) if 
assistance is needed.  The 2021 IBC Commentary, which includes explanatory information clarifying the intent of the IBC, can be 
purchased from the website of the International Code Council: ICCsafe.org. 



Family Restroom Locks 

By:  Lori Greene, I Dig Hardware Blog 

Over the last few weeks I have spent a lot of time in airports, and I saw several 
family restroom applications “in the wild.”  In the Minneapolis airport I was very 
excited to find family restroom doors equipped with automatic operators and an 
electrified locking system for privacy (I wrote about this type of system a few years 
back). 

From the outside it is evident whether the restroom is in use or not: 

On the inside, there are instructions on the wall – including braille, for locking and 
unlocking/opening the door.  The electric strike prevents access from the outside 
when the “push to lock” button is pushed, and allows the automatic operator to 
open the door when the “push to exit” button is pushed.  The door can also be 
opened manually for egress by turning the lever, and in that case, the system will 
reset to unlocked with the lights returning to green. 

 

 

 

 

 

 

 

 

The same type of system is used on the airport’s lactation rooms (I wrote about lactation 
rooms here and here): 



And while passing through the DFW airport, I saw this family restroom with an indicator lock.  This is a good reminder that beginning 
with the 2021 edition of the International Building Code (IBC), indicators will be required by code for family and assisted use toilet and 
bathing rooms (more on that change here -  https://idighardware.com/2021/03/wwyd-single-user-restrooms/). 



Update—Labels on Fire Door Assembly Components 
By:  Lori Greene, I Dig Hardware Blog 

Back in 2016 (where does the time go??), I answered a Quick Question:  Does every 
component of a fire door assembly have to be listed/labeled? (https://
idighardware.com/2016/12/qq-does-every-component-of-a-fire-door-assembly-have-to-be-

listedlabeled/ )  Although the intent of NFPA 80 is YES – every component must be labeled 
(based on feedback I have received from UL, Intertek, and NFPA staff), the standard still 
isn’t crystal clear. 

I recently began using NFPA Link (https://www.nfpa.org/nfpa-link) to access the NFPA 
publications, and the system includes “enhanced content” to help explain the intent of the 
codes and standards.  Although this information is not part of the adopted code, code offi-
cials and others often use it to guide their interpretations. 

While researching a different topic, I came across something in the enhanced content that 
helped to clarify the intent of NFPA 80 regarding whether every component has to be la-
beled.  For example, I have heard people say that an electromagnetic lock or a separate 

deadbolt should not have to be labeled because these products are not serving as the positive-latching hardware for the fire 
door.  This is incorrect – this hardware DOES have to be listed to UL 10C / NFPA 252 as part of a swinging fire door assembly. 

I had a tough time finding the information again, because it is not with the section of the standard that addresses components.  The 
components section establishes that for fire door assemblies addressed by Chapter 6 – Swinging Doors With Builders Hardware, the 
assembly can include components that are listed by different listing labs that are acceptable to the Authority Having Jurisdiction 
(AHJ).  For example, a fire door could have a UL label and be installed in a frame with an Intertek label.  But this section does not spe-
cifically state that components without a listing are prohibited. 

In the 2022 edition of NFPA 80, the clarification about whether every component has to be labeled is part of the enhanced content 
found in Section 5.1.5 – Modifications: 

One of the main requirements that a user of NFPA 80 should bear in mind is that each component that is attached to a swinging 
fire door (Chapter 6 doors) needs to be labeled for use on fire door assemblies. For example, there are very few door contact 
switches that are labeled and/or listed for use on swinging fire doors. 

With this statement in the enhanced content on NFPA Link, we’re one step closer to a wider understanding of the intent of the stand-
ard.  If a component will be installed as part of a fire door assembly, it needs to be tested to determine whether the assembly will per-
form properly during a fire; the results of this testing will be shown on the label, and in the manufacturer’s listings. 

Each component of a fire door assembly must be tested to 
verify that the assembly will provide the required 
protection during a fire. 



If you are interested in following the Little Rock Chapter, our links are as follows (for Facebook and 

LinkedIn look for the CSI Little Rock Chapter): 

  Website: https://csilittlerock.org    

  Facebook: www.facebook.com 

  LinkedIn:  www.linkedin.com 

 

If you are interested in Joining CSI or if you are just interested in keeping up with the information 

provided by CSI, follow this link to the Institute Website Membership Pages: 

 

For Membership Information: 

https://www.csiresources.org/communities/membership/individual-membership 

 

To Join CSI: 

https://higherlogicdownload.s3.amazonaws.com/CSIRESOURCES/143a718d-6df6-484a-8a79-

76d79635b741/UploadedImages/PDFs/CSI_MembershipFormFY18.pdf 

 

To See what CSI is all about: 

https://higherlogicdownload.s3.amazonaws.com/CSIRESOURCES/143a718d-6df6-484a-8a79-

76d79635b741/UploadedImages/CSI_ResourcesCatalogFinalLowRes.pdf 
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If you are interested in Joining CSI or if you are just interested in keeping up with the information provided by CSI, See the slides 

shown from the “Why CSI” presentation  

 

 

 


